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Acronyms:

CIR – Cyber Indicators Repository

EWIN - Early Warning and Indicator Notice 

SAR – Security Awareness Report 

CIIN - Critical Infrastructure Information Notice 

Applying process modeling to enable greater collaboration and 

information exchange in distributed incident response

CSIRT Coordination Model

CSIRT Coordinated Incident Management

Example (Above)

Spear Phishing attack on 

D/As and private industry

Event Data, Local Impact,

Indicator

Respond/Mitigate

• Coordinate ISAC members’ response 

- Analyze EWIN related data

- Initiate effectiveness monitoring across members

US-CERT

D/A

ISAC
Normal ISAC Activity
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Many activities are happening concurrently in the D/A, US-CERT, and ISAC incident management operations as shown in this example cross-cutting spear phishing incident 

Identify/Report

• Detect spear phishing compromise 

• Initiate D/A incident tracking

• Report indicator to US-CERT via the Cyber 

Indicators Repository (CIR)

Respond/Mitigate
• Take known affected users offline and warn others

who received phishing email to delete it

Identify/Report

• Investigate scope and impact

• Collaborate with US-CERT analyst

Respond/Mitigate

• Extract observable indicators from EWIN or CIR

• Update block lists and sensors

Identify/Report

• ISAC members detect phishing compromise

• Report indicator to US-CERT

• Investigate scope, impact across ISAC members

Response/Mitigate

• Monitor for suspicious activities

• Alert users to watch for and report suspicious emails

Identify/Report

• Report new observed indicators

Respond/Mitigate

• Coordinate with US-CERT management to 

understand threat

• Prioritize resources to complete directive actions

Response/Mitigate

• Host conference call with members to follow up 

on the EWIN

Identify/Report

• Report to US-CERT new indicator received from 

ISAC members 

Coordinate

• Acknowledge indicators from D/A

Coordinate

• Collaborate with D/A to corroborate/analyze findings

• Investigate incident scope, timeline

• Discover other affected D/As

Inform/Coordinate

• Communicate initial analysis of the threat via 

Early Warning and Indicator Notice (EWIN) 

or CIR to D/As, and via EWIN to ISACs

Inform/Coordinate

• Communicate broad assessment of threat and 

actionable recommendations via Security 

Awareness Report (SAR) to D/As, and via Critical 

Infrastructure Information Notice (CIIN) to ISACs

Coordinate

• Receive new indicators from GFIRST community

• Discover Fast Flux network in a serious targeted 

campaign

• Escalate to internal management

Inform/Coordinate

• Coordinate with D/A management to prioritize 

resources
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Event Data, Local Impact,
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Correlated Events, Event 

Histories, Indicators 
Directives

Malicious Indicators 

Mitigation Options

Spear Phishing Event
Other Events

Identify/Report

Coordinate

Spear Phishing Event

Event Data, Local Impact,

Indicator

Correlated Events, Event

Histories, Indicators 

Spear Phishing Event

Spear Phishing Event

Event Data, Local Impact,
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Event Data, Local Impact,
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Incident Management Timeline
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Malicious Indicators 

Mitigation Options

Respond/Mitigate

• Coordinate ISAC members’ response 

- Analyze CIIN related data

- Initiate effectiveness monitoring across members

A spear phishing event occurs 

in a D/A. The D/A SOC reports 

an indicator to US-CERT.
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US-CERT acknowledges the 

indicator.
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ISAC also identifies spear phishing 

and reports to US-CERT. D/A 

takes known affected users offline. 

D/A investigates scope/impact. 

US-CERT corroborates the 

indicators, investigates scope 

and timeline of the incident, and 

discovers other affected D/As.  
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US-CERT releases EWIN to 

alert GFIRST community.
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D/A updates block lists and 

sensors. ISAC coordinates its 

members’ response.
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D/A alerts users to watch for and 

report suspicious emails. ISAC 

hosts conference call with its 

members to follow up on EWIN.
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US-CERT receives new indicators 

from GFIRST community, discovers 

a serious targeted campaign, and 

escalates to internal management.
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US-CERT and D/A management 

coordinate to prioritize resources 

to respond to the serious targeted 

campaign.
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ISAC reports new indicator to 

US-CERT. D/A management 

prioritizes resources.
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US-CERT releases SAR 

and CIIN.
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D/A implements SAR 

recommendations. ISAC 

coordinates with its members to 

implement CIIN recommendations.
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Single Incident

Example 1 

Spear Phishing attack on 

D/As and private industry

Example 2 

Distributed Denial of 

Service attack on D/A

Example 3 

Detection of suspicious 

IPs by US-CERT

Multiple Incidents

(Normal Operations)

Three levels of decision-making:

• Operations: immediate activities required to identify incidents and safeguard assets

• Management: informed decisions to prioritize activity and allocate additional resources to 

incident response

• Policy: deliberate planning for the establishment of new initiatives, provenance of 

programs and evolution of organizational practice

Two modes of communication:

• Peer-to-peer/Lateral: operator-to-operator, analyst-to analyst, manager-to-manager and 

policymaker-to-policymaker collaboration and relay 

• Hierarchical/Vertical: escalation of incident information and dissemination of directives or 

plans and the flow of questions and answers between different levels of authority

M. Osorno, T. Millar, D. Rager, “Coordinated Cybersecurity Incident Handling”, 16th International

Command and Control Research and Technology Symposium (ICCRTS'2011), June 2011, in press.
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Respond/Mitigate

• Extract observable indicators from SAR to monitor 

for suspicious activity

• Update block lists and sensors

• Implement recommended defensive measures 

and best practices

Respond/ 
Mitigate Identify/Report
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